Citrix XenApp 6.5 and XenDesktop 5.6
Security Standards and Deployment

Scenarios
Supplementary scenarios

Overview
Citrix products offer the security specialist a wide range of features for securing Citrix XenApp and
XenDesktop systems according to officially recognized standards.

Security standards as they apply to XenApp 6.5 and XenDesktop 5.6 are discussed here. These topics
provide an overview of the standards that apply to XenApp and XenDesktop deployments and
describe the issues involved in securing communications across a set of sample deployments. For
more information about the details of the individual security features, refer to the relevant product
or component documentation.

When deploying XenApp and XenDesktop within large organizations, particularly in government
environments, security standards are an important consideration. For example, many government
bodies in the United States and elsewhere specify a preference or requirement for applications to be
compliant with Federal Information Processing Standards (FIPS) 140. These topics address common
issues related to such environments.

These topics are designed for security specialists, systems integrators, and consultants, particularly
those working with government organizations worldwide.

Supplementary Scenarios

To make a XenApp or XenDesktop deployment FIPS 140-compliant, you need to consider each
communication channel within the installation. The following deployment samples show how users
can connect to XenApp and XenDesktop servers with different configurations of components and
firewalls. In particular, the samples provide general guidance on how to make each communication
channel secure using TLS so that the system as a whole is FIPS 140-compliant.

This document provides guidance on the following supplementary deployment scenarios for
XenDesktop 5.6 and XenApp 6.5:

Product Deployment Scenario

XenApp 1. Direct internal access [LAN]
2. External remote access [via Internet]
XenDesktop 3. Direct internal access [LAN]

4., External remote access [via Internet]

This document does not replace the existing XenApp 6.5 Security Deployments:
http://support.citrix.com/proddocs/topic/xenapp65-sec/ps-sec-deployment-samples-xa6.html.
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These supplementary deployment scenarios utilize the following components:

SSL Relay is a Windows-based software component that is installed directly on the XenApp server or
XenDesktop VDA. It provides the ability to secure data communications using the Transport Layer
Security (TLS) protocol. TLS provides server authentication, encryption of the data stream, and
message integrity checks. SSL Relay is used to encrypt and secure communication between:

e  Citrix Receiver and XenApp and/or XenDesktop VDA
e Web Interface and XenApp
e NetScaler MPX appliance and XenApp and/or XenDesktop VDA

NetScaler MPX appliance, FIPS edition is a hardened, physical appliance that is traditionally
deployed in the DMZ to provide secure remote access to XenDesktop and XenApp environments. It
provides FIPS 140-2 Level 2 SSL encryption of traffic to encrypt and secure communication between:

e  Citrix Receiver and the NetScaler MPX appliance
e NetScaler MPX appliance and XenApp and/or XenDesktop VDA and Web Interface

XenApp, XenDesktop, Web Interface and SSL Relay can be configured to use government approved
cryptography to protect "sensitive but unclassified" data by using the applicable ciphersuites:

e RSA WITH_3DES EDE_CBC_SHA supports RSA key exchange and TripleDES encryption, as
defined in Internet RFC 2246 (http://www.ietf.org/rfc/rfc2246.txt).

e RSA_WITH_AES_128 CBC_SHA supports RSA key exchange with Advanced Encryption
Standard (AES) and 128-bit keys for TLS connections, as defined in FIPS
197 http://csrc.nist.gov/publications/fips/fips197/fips-197.pdf and Internet RFC 3268
(http://www.ietf.org/rfc/rfc3268.txt). For more information about AES,
see http://csrc.nist.gov/cryptval/des.htm.

e RSA_WITH_AES_256_CBC_SHA supports RSA key exchange with AES and 256-bit keys for TLS
connections, as defined in FIPS 197 and RFC 3268.

NetScaler FIPS can be configured to use government approved cryptography to protect "sensitive
but unclassified" data by using the applicable ciphersuites:

e Cipher Name: SSL3-DES-CBC3-SHA

Description: SSLv3 Kx=RSA  Au=RSA Enc=3DES(168) Mac=SHA1
o Cipher Name: TLS1-AES-256-CBC-SHA

Description: TLSv1 Kx=RSA  Au=RSA Enc=AES(256) Mac=SHA1
o Cipher Name: TLS1-AES-128-CBC-SHA

Description: TLSv1 Kx=RSA  Au=RSA Enc=AES(128) Mac=SHA1

This list of approved ciphersuites is available on eDocs:
http://support.citrix.com/proddocs/topic/xenapp65-sec/ps-sec-government-ciphersuites.html

Support: For further information and support regarding these supplementary deployment scenarios:

a) Contact Technical Support if you have a valid Technical Support Contract (including TRM)
b) Contact your Partner if you do not have a support contract
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XenApp using SSL Relay (Internal Network)

This deployment uses the SSL Relay to provide end-to-end TLS encryption between the XenApp
server and Citrix Receiver running on the user devices.

User Devices XenApp

Server Farm

.

with Citrix Receiver

Public Network Internal Network
{Internet)

The following table lists the components of the deployment and the operating systems required for
the servers and client devices.

Components Operating System \
XenApp Farm XenApp 6.5 for Microsoft Windows Windows Server 2008 R2

Server 2008 R2

SSL Relay enabled

Secure Ticket Authority installed on

XenApp server

Web Server Web Interface 5.4 for Internet Windows Server 2008 R2
Information Services Windows Server 2008

Windows Server 2003 with
Service Pack 2
.NET Framework 3.5 or 2.0 (IIS
6.0 only)
Visual J#.NET 2.0 Second
Edition

User Devices Citrix Receiver for Windows 3.4
TLS-enabled Web browser
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This diagram shows a detailed view of the deployment including the components and certificates on

each server, plus the communication and port settings.

User's Device - Web Interface Citrix XenApp (XML Service) Citrix XenApp (Providing Apps)
- <| [ p— ) JE— '
HTTPS > LS :11 [l: XML
Sl (HTML) Wob POML) HTTP | Service
Port 443 Intarface Port 443 Parf 80 P P
SS5L
% Relay
g L E @ ! Secure
— T - Ticket
Authority :::If ICA
Citrix 1GA
Receiver| . y Port 1494
< TLS > ] [ .
(ICA/CGR)
lE. Port 443 '

R Root certificate
5 Server certificate

Key ‘

Setting up the deployment comprises the following tasks:

e Configuration of the server running Web Interface
e Configuration of the servers running XenApp

e (Clear the Web Interface Cache

e Configure the firewall settings

Configure security settings for the server running Web Interface

This procedure assumes Web Interface is already installed (on Microsoft Internet Information
Services) and a XenApp Website is configured. For more information regarding installation and
configuration of Web Interface, see http://support.citrix.com/proddocs/topic/web-interface-
impington/wi-install-web-interface-iis-task-gransden.htm|

1. Ensure that a suitable server certificate is configured using IIS and HTTPS binding is

configured.

2. If your deployment uses SHA-2, replace the netsslsdk.dll stored in
\inetpub\wwwroot\Citrix\<WI_site_name>\bin’, with the .dll provided on the media (in the

‘WI’ folder).

3. Reset Microsoft Internet Information Services to load the new version of the netsslsdk.dll.
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4. Using the Web Interface management console, ensure the server running XenApp (XML
Service) is shown in the Server Farm list and the Communication Settings Transport Type is
set to HTTPS or SSL Relay.

For example, if using SSL Relay:

¥ Citrix Web Interface Management = [=]E3
File  Action  Wiew Help

&= Fnd=

E Citriz Web Interface . | Actions
Aendpp Web Sites XenApp Web Sites "
X N - T XenApp Web Sites -
direct Edit Farm B Create Site
Farm name: IFarm‘I Wig 3
Server Settings 6y Refresh
Servers [in fallover order]: Help N

Add and ed =XenApp Server XML Service= tave lip | ML
fdave Down

Farms [in cl Server Farms
LETE | ovellp | Authentication Methods
Famnl
e Dawn | ‘web Site Appearance
O D e Serure Arcess

I i R T
I~ Use the server list for load balancing E50UrCe [Ypes

Bypass any faled server for: |1 ﬁ IHDU'S j Client Deployment
add Communication Settings Clignt-Side Proxy
Session Settings
i ;|80
= A #ML Service part:

) ‘Warkspace Control
Configun Tranzport type: 551 Relay 'l ced
Site Maintenance »
—_— 551 Relay port: 443
Preview Site
Ticketing Settings Cancel | el
Elp

Configure the lifetime of client authentication tickets. Ticketing Settings.. |

Rezource by

Available cli
Cancel_|

1 |

Configure server Farm details For the selected site | |

5. Ensure the server running Web Interface trusts the root certificate issued by the server
running XenApp (XML Service).
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Configure security settings on servers running the XenApp

1. Using the Citrix SSL Relays Configuration tool, ensure the SSL Relay is enabled and configured on
all XenApp servers (including the XenApp server with the XML Service and XenApp server(s)
hosting applications).

2. For all published applications, ensure connection encryption is enabled for SSL and TLS protocols:

Motepad - Application Properties [ x|
Froperties: Client options
=l Basic Specify the default settings for the application when uzers connect. More...
i b Mame . :
- Type —Client audio
- Location ¥ Enable legacy audio
Uz:::m [ Minimurn requirerent
Shortcut presentation Mote: These audio zettings do not apply to SpeedScreen Mulbimedia Acceleration,
= Advanced
- Aocess contol . .
- Content redirection — Connection encryption
- Limits ¥ Emnable 55L and TLS protocals

B Client options
- Appearance

O Impartant: There iz no minimum requirement for thiz option.  The zettings on the
client device can overide thiz option.

E nemvphion:
IBasiu: j

I™ | Minimum requirement

—Printing

[V Start this application without waiting for printers to be created

Ok I Cancel | Soply |

Clear the Web Interface Cache
Restart Microsoft Internet Information Services on the server running Web Interface. This clears the
published resources cache.

Configure the Firewall Settings
Lock down the firewall to allow localhost traffic only on ports 1494 and 2598.
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XenApp using NetScaler (External Access)

This deployment uses a Netscaler FIPS appliance to terminate the TLS connection from TLS enabled
plug-ins (SSP and ICA engine) and forwards the traffic to the WI server using HTTPS and using TLS to
SSL Relay (ICA connection).

User Devices XenApp
Searver Farm
NetScaler
(FIFS)

= = . =

por SN o S

Gk e,

_ T \J /J i

with Cifrix Receiver
Public Network DMZ Internal Metwark
(Internat)

The following table lists the components of the deployment and the operating systems required for
the servers and client devices.

Components Operating System
XenApp Farm XenApp 6.5 for Microsoft Windows Windows Server 2008 R2

Server 2008 R2

SSL Relay enabled

Secure Ticket Authority installed on

XenApp server

Web Server Web Interface 5.4 for Internet Windows Server 2008 R2
Information Services Windows Server 2008

Windows Server 2003 with
Service Pack 2
.NET Framework 3.5 or 2.0 (IIS
6.0 only)
Visual J#.NET 2.0 Second
Edition

User Devices Citrix Receiver for Windows 3.4
TLS-enabled Web browser
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This diagram shows a detailed view of the deployment including the components and certificates on

each server, plus the communication and port settings.

User's Device MetScaler Web Interface Citrix XenApp (XML Service) Gitrix XenApp (Providing Apps)
( F— . - ’
HTTPS HTTPS TLs zlI II: XML
Brawaar {HTHIL) {HTML) Wab et} HTTP | Sarvice
Port 443 Pori 443 Interface Port 443 Port 80
_> S8L —
= 3 Rl
— £ 4 ﬁT 2
H NetScaler 2 E 3} (STA) Secure
PR T e — Port 443 HTTP Ticket
< > Port80 | Authority SSL ICA
LS | { Relay
Citrix LS STA 1GA
Recalver (SOCKS/ICGR) pim 4.43 Port 1494
<: Port #43 :> < :>
| | | TLS | j :: L
TCACGP)
L) B ® i

Key
R Root certificate
§ Server cerlificate

Setting up this the deployment is same a setting up the XenApp using SSL Relay (Internal Network)

deployment with the addition of configuration of NetScaler security settings.

Configure NetScaler security settings
This procedure assumes the NetScaler appliance is already setup and configured for FIPS/TLS. For

more information, see http://support.citrix.com/proddocs/topic/netscaler-getting-started-map-

93/ns-instpk-install-ns-wrapper.html

1. If you have previously configured Web Interface or STA sites on your NetScaler device,

remove them from your NetScaler configuration. The details, if configured, are stored in

Session Profile, Global Settings and Virtual Server Published Applications.

2. Create an SSL Offload Service for servers running Web Interface, STA and

XenApp:

a. Create an SSL Offload Server specifying the IP Address. For example, if using the

NetScaler management tool:

L s GLEUIR
'-La Cloud Bridge
J ons
i ssL
) s5L Officad
|j Virtual Servers
D Services
D Service Groups
D Monitors
D Servers
'-LJ AppExpert
'-LJ HTTP Compression
'-La Integrated Caching
'-LJ Protection Features
i EdgeSight Monitoring
'-La Load Balancing
'-L:] AbAA - Application Traffic
'-La Content Switching
'-La Cache Redirection
@ csLe
'-La Rewrite
'-La Responder
'-LJ Access Gateway
'-LJ Web Interface
'-La Application Firewall

O BB

HEEFEHEHEHEEHBEBEEEBBEB

|£| Create Server @
Server Name* |SERVER_10.0.0.1 |
(%) IP Address () Domain Name
IP Address® |1fJ 0.0 L1 ||:| PV

Translation IP Address

Translation Mask

Resolve Retry (secs)

[]1Pv& Domain
Enable after Creating

Comments

&) Help <@ Quick Link

Create I| Close |
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b. Create a Service. Specify the name of the SSL Upload Server and set Protocol ‘SSL’
and Port ‘443’. For example:

J bus
{J ssL
= {J s5L 0ffioad
[0 virtual Servers
(1 services
[ service Groups
[2) monitors.
3 servers
) AppExpert
) HTTP Compression
(@ Integrated Caching
) Protection Features
{8 EdgeSight Monitoring
{@ Load Balancing
) Aaa - Application Traffic
{@ Content Switching
{@ Cache Redirection
(@ GsLB
{6 Rewrite
{6 Responder
U Access Gateway
U Web Interface
{6 Application Firewall

|£:| Create Service

Service Name*

SERVICE_10.0.0.1 ‘ Servert |SERVEH_1U 0.0.1 (10.0.0.1)

Profocol® [SSL v] Port* |443

Enable Service

Enable Health Monitoring

Monitors ', Policies ', Advanced | SSL Sefiings |
ailable i Configured

AppFlow Logging

Monitors. | Monitors.

‘Weight

State

arp -
nds
ping

tcp

hitp
tep-ecy
hitp-ecv
udp-ecv

dns

fip |
tcps

hitps.

tcps-ecy -

Comments

@) Help = Quick Link

] ome

c. Select the SSL Settings tab and add the relevant root certificate as a CA

) ons
) ssL
2 {J 5L offload
D Virtual Servers.
[0 services
D Service Groups
D Monitors
Servers
U AppExpert
UJ HTTP Compression
{6 Integrated Caching
UJ Protection Features
‘{6 EdgeSight Monitoring
‘Lﬂ Load Balancing
U AAA - Application Traffic
‘Le Content Switching
{a Cache Redirection
@ csLB
ELa Rewrite
‘{6 Responder
U Access Gateway
U ‘Web Interface
{6 Application Firewall

. For example:

|£:| Create Service

Service Name®

SERVICE_10.0.0 1 | server [sERvER_10.0.0.1 (10.0.0.1)

Profocol® [SSL v] Port* |443

Enable Service Enable Health Monitoring AppFlow Logging

Monitors ' Policies ', Advanced ' SSL Seftings |

FIPS-XA. fips.ctxs

Install.. =

[ SSL Parameters. ] [ Ciphers. ] [ SSL Policies...

~Availabl ~Configured
Certificates Certificates Type Check
FIPS-XD.fips.ctxs FIPS.CTXS Root CA Certificate hd
FIPS.CTXS Root

Comments.

&) Help <8 Quick Link

(] [ome
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d. Configure the SSL Parameters to ensure the Protocol is set to TLS v1 only and Server
Authentication. For example:

i) ssL Offload
D Virtual Servers

Services
(e s Protocol [ssL | portt [s22 |
% z:x:: Enable Service Enable Health Monitoring AppFlow Logging
) AppEpert Monitors ', Policies ', Advanced ' S5L Settings |,
i) HTTP Comprassion =
(@ Integrated Caching | s5LParameters... || Cihers... || ssL Policies..
) Protection Features Avsiable o
i@ EdgeSight Monitoring
@) Load Balancing Certificates | Configure SSL Params ==
) Ana - Application Traffic EES 0N igstchoe)
{@ Content Switching EE G ol
FIPS-XA. fips.ctxs DH Param

() cache Rediraction

2 web Interface

| £ Create Service

Service Name* ‘SERV\CE_W 0.0.01

| Server* [SERVER_10.0.0.1 (10.0.0.1)

Enable Ephemeral RSA

[0 [] Enable DH Param

lﬁ Rewrite

& Refresh Count | FiePatn |
Responder

() Access Gateway Ephemeral RSA Session

Enable Session Reuse

{8 Application Firewall

Refresh Count |u ‘ Time-out |1zu |

Cipher Redirect

Comments

Redirect URL
@) Help < Quick Link

SSLv2 Redirect
SSLyz URL |
Protocol Others
TLSv1 ["] s5L Redirect ["] Hon-FIPS Ciphers.
[ sswva Client Certificate
[]ss1v2 [Server Authentication|

PUSH Encryption Trigger

@ Help

h 0K I\ Close

Note: You can perform steps a) to d) using the following NetScaler CLI commands:

add server SERVER 10.0.0.1 10.0.0.1

add service SERVICE 10.0.0.1 SERVER 10.0.0.1 SSL 443

set ssl service SERVICE 10.0.0.1 -eRSA DISABLED -ssl3 DISABLED
-serverAuth ENABLED

bind ssl service SERVICE 10.0.0.1 -certkeyName "FIPS.CTXS Root"
-CA -ocspCheck Optional

where "FIPS.CTXS Root" isthe name of the relevant root CA as configured in
NetScaler.
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3. Ensure the Access Gateway Session Profile “Web Interface Address’ is configured for ‘https’

using the relevant IP Address. For example:

e = s i
6 Content Switching £ Configure Access Gateway Virtual Server
(@ cache Redirection = e g =]
(@ asiB 1
£) i
@ Rowrto W [ | o Configure AccessGateay Session Proil =) .
{0 Responder
= (J Access Gateway RO b Name* | ‘
1) Global Settings Range Unchecked Override Global check box indicates that the value is inherited from
Vitual Servers
B oroums ) Smarthcosss ode () Basic o] | G10PAl Access Gateway Porameters
) 5
Network Configuration |, Ciient Exq s Published Applications
% E=m Certificates |, Authentication ', Bookm] work Confguraton | Clent xgerience | Securty = A
& ) Policies
5 Override Global
() pre-Autnentication B Tratfic ) Avati
Authentication - ICA Proxy [on -
() Authorization Prorty | Poicy lsme
D) Auiing 100 FIPSXA Session Policy Web Interface Address [nttps:110.0.0 trciriwFPs-xA |
[0 session ]
[ Trafiic -
TCP Compression [ |
[ crentiess Access [ O
® ) Resources
L Web Interface
(@ Appiication Firewall
av —
Details : FIPS-XA Session Policy ind
Request Profile: FIPS-34 Session|
Insert Policy ] Unbind Policy
Comments
I o
@ Hep K JT Clse

4. Ensure the URL for each STA is set for ‘https’ using the relevant IP Address. For example:

1\ Hesponaer
= () Access Gateway

[ Global Settings
() Wirtual Servers

Protocolt [55L v] Fortt \ \

) Groups (3) SmartAccess Mode () Basic Mode [ | AppFlow Logging [ | Down state flush [v] Double Hop
0 users Certficates |, Authentication , Bookmarks ' Poiicies | Infranet Appications | Infranet s Published Applications | Advanced |
5 {J roicies Next Hop Servers
[ Pre-Authentication
(7] Authentication Add
[ Authorization
D) Auiiing Active | Name
Session
[ Traffic
[ TP compression
[0 clientless Access
) Resources
) Web Interface
@ Application Firewal
Secure Ticket Authority
Activate All [] £ Configure STA Server (=
Active | URL [ State
ntips{ | URL® |hitps:10.0.0. /seripts/chesta.di [E6E3408 Jup
. oo

Comments ‘

& Help Close
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XenDesktop using SSL Relay (Internal Network)

This deployment uses the SSL Relay (added to the XenDesktop VDA) to encrypt the ICA
communication between XenDesktop and the Citrix Receiver. Also, all HTTP connections are
secured using TLS.

User Devices XenDesktop
- Site

- -

Firewall
o

.-

with Citrix Recelver

Internal Network

The following table lists the components of the deployment and the operating systems required for
the servers and client devices.

Components Operating System
XenDesktop Site XenDesktop 5.6 Windows Server 2008R2
SSL Relay Enabled Windows XP
Secure Ticket Authority is part of the ~ Windows 7 x86
XenDesktop Controller Windows 7 x64
XenDesktop Workers
Web Server Web Interface 5.4 for Internet Windows Server 2008 R2
Information Services Windows Server 2008

Windows Server 2003 with
Service Pack 2

.NET Framework 3.5 or 2.0 (lIS
6.0 only)

Visual J#.NET 2.0 Second
Edition

User Devices Citrix Receiver for Windows 3.4
TLS-enabled Web browser
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This diagram shows a detailed view of the deployment including the components and certificates on
each server, plus the communication and port settings.

User's Device

Browser

Citrix
Raceiver,

Firewall

XML
HTTPS Service
(HTML} L
Port 443 -
Secure
Ticket
Authority

.

Citrix XenDesktop (Controller)

Citrix XenDesktop (Virtual Desktop Agent)

SSL
Relay

ICA
Port 1494

L~

TLs
(ICA/CGF)
Port 443

Setting up the deployment comprises the following tasks:

e Configuration of the server running Web Interface

Configuration of the server running the Virtual Desktop Agent
Configuration of the server running the XenDesktop Controller

Clear the Web Interface Cache
Configure the firewall settings

R Root certificate
§ Server certificate

Key ‘

Configure security settings for the server running Web Interface

This procedure assumes Web Interface is already installed (on Microsoft Internet Information
Services) and a XenApp Website is configured. For more information regarding installation and
configuration of Web Interface, see http://support.citrix.com/proddocs/topic/web-interface-
impington/wi-install-web-interface-iis-task-gransden.htm|

Ensure that a suitable server certificate is configured using IIS and HTTPS binding is

configured.

If your deployment uses SHA-2, replace the netsslsdk.dll stored in

‘\inetpub\wwwroot\CitrixX\<WI|_site_name>\bin’, with the .dll provided on the media (in the

‘WI’ folder).

Reset Microsoft Internet Information Services to load the new version of the netsslsdk.dll.
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Using the Web Interface management console, check that the XenDesktop Controller is

shown in the Server Farm list and the Communication Settings are set as follows:

e XML Service port: 443

e Transport type: HTTPS

[ Citrix Web Interfoce Management M|

File  Action Wiew Help
LA ES]

6 Citrix Web Intetface

- I Actions
Xenapp Web Sites XenApp Web Sites "
X " - T XenApp Web Sites -
rendpp Services Sites Site name i =]
o | craese
Farm name: IFarm1 Wig »
Server Settings 6y Refresh
Servers [in failover order): Help »

Add and ed <XenDesktopController. domain: IMoyve p | HML
and S5L ze direct - Edit Settings -
IMoyve Diown |

Farmz (in cl Server Farms

Jalilain=N ove U | Authentication Methads
Farm1
e Down | ‘Web Site Appearance

Add... Edi... | Hemovel Secure Access

™ Use the server list for load balancing Resource Types

Bypass any failed server for: I‘I j IHours j Gt Deployment
Add Communication 5 ettings Client-Side Proxy
Session Settings
—ag ML Service port: |44:{ <
Vance, ‘Workspace Control
Configun Tranzpoart type: I HTTPS hi l el
Site Maintenance »
e S5L Relay port: 443
Preview Site
Ticketing Settings Cancel | Hel
elp
Configure the lifetime of client authentication tickets Ticketing Settings... |
Resource ty
Huvailable cli
Cancel_|
1 |

Configure server Farm details For the selected site |

Ensure the server running Web Interface trusts the root certificate issued by the server
running the XenDesktop Controller.

Configure security settings on the server running the XenDesktop Virtual
Desktop Agent

This procedure assumes the XenDesktop Virtual Desktop Agent is already installed. For more, see

http://support.citrix.com/proddocs/topic/xendesktop-ibi/cds-install-setup-ibi.html

1.

Install the following hotfixes (included on the media in folder ‘VDA\x86’ or ‘VDA\x64'):

e For 32-bit OS: XD560VDAWX86204.zip

e For 64-bit OS: XD560VDAWX64204.zip

2. Create the server certificate for the VDA and install it in the Local Computer Certificate Store.
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Extract the relevant XTE_VDA zip file (included on the media in the ‘VDA’ folder):

e On 32-bit OS: Extract ‘XTE_VDA_SSLRelay_x86.zip’ to 'C:\Program Files\Citrix’
e On 64-bit OS: Extract ‘XTE_VDA_SSLRelay_x64.zip’ to 'C:\Program Files (x86)\Citrix’

4. Open the file 'httd.conf’ located in ’C:\Program Files\CitrixX\XTE\conf\’ or
"C:\Program Files (x86)\Citrix\xte\conf\’.

a. Edit the Server Name to match the Fully Qualified Domain Name of the VDA in the
format: <Name_of _VDA>.<domain> for example, ‘vda_zyz.domain’.

j httpd - Motepad
File Edit Format View Help

[E=N R =)

#NamevirtualHost
NamevirtualHosT *:443

#CGP Configuration

<VirtualHost *:443
ServerName |FDODN_OF_VDA. DOMAIN

#CGP Protocol State

b. Edit ‘SSLCertificationHash’ to match the Certificate Thumbprint (without spaces) of the
server certificate on the VDA.

nnnnnnnnnnnn

#Certificate hash or ID e.
S5LCertifi cateHash]" |

#A1lowed Protocol (S5Lv3, TLSv1)
ssLProtocol  +TLSw1|

For example: ”98784a2c5e2b5f14cd7ad8428545662d27f229” for this certificate.
Certificate @

| General ‘ Details |Cert|ﬁcatlnn Path

Shiow: [ <hll= v]
Field Walue W
Suh]ect Key Identifier Fa 35 34 56 62 6b &8 83 ce 97 ...
@Author\ty Key Identifier KeylD=71b0397c57 dade O...
@CRL Distribution Points [1JZRL Distribution Point: Distr...
@nuthor\ty Infarmation Access  [1]Autharity Infa Access: Acc...
EKey Usage Digital Signature, Key Encipher...
Thumbprint algorithm shal £
DThumbprint 98 734a2c5e2bsF14cd7a ..

Edit Properties. .. ] I Copy to File. .. ]

Learn more about certificate details

Note: If you copy the content from the Certificate > Details screen above, ensure you do
not copy the blank space at the beginning of the string as it is copied as a Unicode
character. The SSL Relay is unable to read the file if it includes the Unicode character.

c. Save thefile.
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5. Allow the Network Service account full control of C:\Program Files\CitrixX\XTE\logs.

. Permissions for logs

Security

Object name:  C:\Program FilesCitrix\ XTE \logs

ISI'\:!LIl:l or user names:

% CREATOR OWNER

52 SYSTEM

52, Administrators (BRGQF-VDAZ\Administrators)
52 NETWORK SERVICE

52, Users (BRGQF-VDAZ\Users)

52, TrustedInstaller

Permissions for NETWORK
SERVICE

Full contral

Modify

Read & execute
List folder contents
Read

Leam about access control and permissions

oK | [ Cancel ||

Apply

J

(===
@-u-vl , v Computer » Local Disk (C:) » Program Files » Citrix » XTE » - | ¢,| | Search XTE 2
Organize » = Open Include in library = Share with « Mew folder B= + 0 @
'r Favorites MName Date modified Type Size
Bl Desktop . bin 4/23/2013 5:28 AM File folder
4 Downloads . conf 4/23/2013 5:28 AM File folder
= Recent Places . error 4/23/2013 5:28 AM File folder
. logs i ] -
= Libraries | modules ASlogs FropsTis L
3 Documents . TESOUrCE | General I Sharing | Security | Previous Versions Customize|
rJ’- Music d
=] Pictures E . Permissions for logs | == |1
E Videos E Select Users, Computers, Service Accounts, or Groups @
& Computer Eli-zlalect tl;is object tyl;pen —
. sers, Groups, or Buittin security principals i
£2, Local Disk () p rity princip: Object Types...
| Perflogs | From this location:
| PowerShellTest 1 ilg focal l bacaigs ]
. Program Files E Enter the object names to select (z@mples):
. symbols M NETWORK SERVICE| Check Names
J sysprep
. Tools
¢ Users Advanced... [ OK ] I Cancel I
Windnws N
logs Date modified: 4/23/2013 8:00 AM I Full cortrol [ | -
File folder A Modify = |l
Read & execute ] &} i
List folder contents ] &}
Read | B |-
Leam about access control and permissions
ok | Camea |
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6. Allow the Network Service account access to the certificate private key. For example, in

Windows 7:
ﬁ Consolel - [Console RoothCertificates (Local Computer)\Personal\Certificates] EI
ﬁ File Action View Favorites Window Help E‘E‘E
2| 2B LI REHE
] Console Root Issued To Issued By Expiration Date  Intended Purposes || Actions
=1 ifi 2
4 Gl Certificates (Local Computer) | jepryory s L BRGOF-DomainC-CA 4/23/2015 T | Certificates -
a || Personal Open N
] Certificates More Actions ’
= ificati All Tasks » Open =
> || Trusted Root Certification Av [ BRGQF-VDA2,jlg.local ~
~| Ents Trust LA
g % " erpr\s? ru I Cut Request Certificate with Mew Key... Meore Actions »
= || Intermediate Certification AL
» [7] Trusted Publishers Copy Renew Certificate with New Key...
» [] Untrusted Certificates Delete Manage Private Keys
» | Third-Party Root Certificatiol X X
» [ Trusted People Properties Advanced Operations
b [] McAfee Trust Help Export...

» || Remote Desktop
» || Smart Card Trusted Roots
» || Trusted Devices

4| I

| P

1

View or change the access security settings for the certificate’s private keys.

| Permissions for BRGQF-VDAZ jlg.local private keys

Security

GI‘OIJD Or User names:

52 SYSTEM
B2 Administrators (BRGQF-VDAZ\Administrators)
B NETWORK SERVICE
22 5155035149475

Special pemissions

[ Add. ] ’ Remove ]
Permissions for NETWORK
SERVICE Allow Deny
Full cortrol [
Read [l

For special permissions or advanced settings,
click Advanced.

Leam about access control and permissions

oK || Cancal ||

Apply |

Note: On Windows XP a utility such as Microsoft Windows HTTP Services (WinHTTP) Certificate

Configuration Tool, WinHttpCertCfg.exe, is required to install and configure client certificates

ACLs.
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7.

10.

11.

12.

As an Administrator (local or domain), start cmd.exe and run the following commands:

a. On 32-bit OS:
sc create "CitrixSSLRelay" binpath= "\"C:\Program
Files\Citrix\XTE\bin\XTE.exe\" -k runservice -n \"Citrix SSL
Relay\" -f \"conf/httpd.conf\"" DisplayName= "Citrix SSL Relay"
start= auto obj= "NT AUTHORITY\NetworkService"

b. On 64-bit OS:

sc create "CitrixSSLRelay" binpath= "\"C:\Program Files
(x86)\Citrix\XTE\bin\XTE.exe\" -k runservice -n \"Citrix SSL
Relay\" -f \"conf/httpd.conf\"" DisplayName= "Citrix SSL Relay"
start= auto obj= "NT AUTHORITY\NetworkService"

¢. On both 32-bit and 64-bit OS:
sc description "CitrixSSLRelay" "Services network requests for SSL
from Citrix components"

Using the registry file ‘XTE_Parameters.reg’ (included on the media in folder ‘VDA\x86’ or
‘VDA\x64’), add the following registry key:

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\services\CitrixSSLRelay\Parameters]
"ConfigArgs"=hex(7):00,00,00,00

Run the following command:

sc start "Citrix SSLRelay"

Ensure your firewall allows the Citrix Gateway Core Service to accept connections. You may be
prompted by Windows Security Alert to allow the service on your firewall. If not, configure this
manually.

Using the Services management console, ensure the Citrix SSL Relay Service is running.

Using the registry file (included on the media in folder ‘VDA\x86’ or ‘VDA\x64’) add the following
registry key:

e ‘Ss|PortRegistryKey — x86.reg’ (for 32-bit)

[HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\GroupPolicy\Defaults\ICAPolicies]
"SsIPort"=dword:000001bb

e ‘SslPortRegistryKey — x64.reg’ (for 64-bit)

[HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\GroupPolicy\Defaults\ICAPolicies]
"SslPort"=dword:000001bb

Version 1.0 (17 May 2013) ©2013 Citrix Systems, Inc. All rights reserved



19 Citrix XenApp 6.5 and XenDesktop 5.6 Security Standards and Deployment Scenarios

13. Using the Services management console, restart the Citrix Desktop Server Service.

14. Log off the machine.

Configure the security settings on the server running the XenDesktop
Controller

This procedure assumes the XenDesktop Controller is already installed and configured. For more
information, see http://support.citrix.com/proddocs/topic/xendesktop-rho/cds-install-server-
rho.html

1. Install the hotfixes included in the following zip file (included on the media in folder ‘DDC\x86’ or
‘DDC\x64’):

e For 32-bit OS: XD560_Controller_X86_HFs_5.zip
e For 64-bit OS: XD560_Controller_X64_ HFs_5.zip

2. Using Desktop Studio, select the PowerShell tab and click Launch PowerShell.

3. Atthe PowerShell command prompt, type:
Set-BrokerSite -DnsResolutionEnabled S$true

4. Using the registry file ‘HDXSSLEnable.reg’ (included on the media in folder ‘DDC\x86’ or
‘DDC\x64’) add the following registry key:

[HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\DesktopServer]
"HdxSsl|Enabled"=dword:00000001

5. Using the Services management console, restart the Citrix Broker Service.

Clear the Web Interface Cache
Restart Microsoft Internet Information Services on the server running Web Interface. This clears the
published resources cache.

Configure the Firewall Settings
Lock down the firewall to allow localhost traffic only on ports 1494 and 2598.
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XenDesktop using NetScaler (External Access)

This deployment uses a Netscaler FIPS appliance to terminate the TLS connection from TLS enabled

plug-ins (SSP and ICA engine) and forwards the traffic to the WI server using HTTPS and using TLS to
SSL Relay (ICA connection).

User Devices

MetScaler

(FIP3)
e = <. =

lI E J
2 é = e
. i \J i

C.

with Citrix Receiver

Public Network DMz Internal Network
{Internet)

This diagram shows a detailed view of the deployment including the components and certificates on
each server, plus the communication and port settings.

Components Operating System
XenDesktop Site XenDesktop 5.6 Windows Server 2008R2
SSL Relay Enabled Windows XP
Secure Ticket Authority is part of the ~ Windows 7 x86
XenDesktop Controller Windows 7 x64
XenDesktop Workers
Web Server Web Interface 5.4 for Internet Windows Server 2008 R2
Information Services Windows Server 2008

Windows Server 2003 with
Service Pack 2

.NET Framework 3.5 or 2.0 (lIS
6.0 only)

Visual J#.NET 2.0 Second
Edition

User Devices Citrix Receiver for Windows 3.4
TLS-enabled Web browser
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This diagram shows a detailed view of the deployment including where the components and

certificates on each server, plus the communication and port settings.

User's Device NetScaler Web Interface Citrix XenDesktop (Controller) Citrix XenDesktop [Virtual Desktop Agent)
@ P 0
HTTPS HTTPS ILs e
Sel
LLEY {HTML) (HTML) Web (L) e
Port 443 Port 443 Interface Port 443 —
- = —\>
— K] g s Secure
2 (STA) 3
NetScaler i Ticket
B % & Port 443 Authority
<} :ﬁ:y IcA
S fSUCESS/\CGP) rgLTi} |'|E Pc:zcia-!
Receiver 1
a Port 443 N Fort 443 =
~m Aot i 7
(ICACGP)
] \ (&l Port 443 J

Key
R Root certificate
§ Server certificate

Setting up this the deployment is same a setting up the XenDesktop using SSL Relay (Internal
Network) deployment with the addition of configuration of NetScaler security settings.

Configure NetScaler security settings

This procedure assumes the NetScaler appliance is already setup and configured for FIPS/TLS. For
more information, see http://support.citrix.com/proddocs/topic/netscaler-getting-started-map-
93/ns-instpk-install-ns-wrapper.html

1. If you have previously configured Web Interface or STA site on your NetScaler device,

remove them from your NetScaler configuration. The details, if configured, are stored in

Session Profile, Global Settings and Virtual Server Published Applications.

2. Create an SSL Offload Service for servers running Web Interface, STA, XenDesktop Controller
and each XenDesktop VDA:

a. Create an SSL Offload Server specifying the IP Address. For example, if using the

NetScaler management tool:

**)

3 = = = = = = = 3 3 S =S

W IVGLVEUIT

'-Lj HTTP Compression
'-La Integrated Caching
'-L:] Protection Features
i EdgeSight Monitoring
'-La Load Balancing

'-LJ AAL - Application Traffic
'-La Content Switching
'-La Cache Redirection
0 esLe

'-La Rewrite

'-La Responder

'-Lj Access Gateway
'-L:] Web Interface

'-La Application Firewall

@ Cloud Bridge | £:| Create Server @
J ons
J ssL
= '-L:I 55 Offload Server Mame* |SERVER_10.0.0.1 |
D Virtual Servers . _
D Services (@) IP Address () Domain Name
D Service Groups IP Address* |1,3 .0 .0 . 1| ||:| P
Ij Monitors
Ij Servers
'-L_'] AppExpert Translation IP Address

Translation Mask

Resolve Retry (secs)

[ 1Pv& Domain
Enable after Creating

Comments

&) Help <) Quick Link

Create || Close |
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b. Create a Service. Specify the name of the SSL Upload Server and set Protocol ‘SSL’
and Port ‘443’. For example:

J bus
{J ssL
= {J s5L 0ffioad
[0 virtual Servers
(1 services
[ service Groups
[2) monitors.
3 servers
) AppExpert
) HTTP Compression
(@ Integrated Caching
) Protection Features
{8 EdgeSight Monitoring
{@ Load Balancing
) Aaa - Application Traffic
{@ Content Switching
{@ Cache Redirection
(@ GsLB
{6 Rewrite
{6 Responder
U Access Gateway
U Web Interface
{6 Application Firewall

|£:| Create Service

Service Name*

SERVICE_10.0.0.1 ‘ Servert |SERVEH_1U 0.0.1 (10.0.0.1)

Profocol® [SSL v] Port* |443

Enable Service

Enable Health Monitoring

Monitors ', Policies ', Advanced | SSL Sefiings |
ailable i Configured

AppFlow Logging

Monitors. | Monitors.

‘Weight

State

arp -
nds
ping

tcp

hitp
tep-ecy
hitp-ecv
udp-ecv

dns

fip |
tcps

hitps.

tcps-ecy -

Comments

@) Help = Quick Link

] ome

c. Select the SSL Settings tab and add the relevant root certificate as a CA

) ons
) ssL
2 {J 5L offload
D Virtual Servers.
[0 services
D Service Groups
D Monitors
Servers
U AppExpert
UJ HTTP Compression
{6 Integrated Caching
UJ Protection Features
‘{6 EdgeSight Monitoring
‘Lﬂ Load Balancing
U AAA - Application Traffic
‘Le Content Switching
{a Cache Redirection
@ csLB
ELa Rewrite
‘{6 Responder
U Access Gateway
U ‘Web Interface
{6 Application Firewall

. For example:

|£:| Create Service

Service Name®

SERVICE_10.0.0 1 | server [sERvER_10.0.0.1 (10.0.0.1)

Profocol® [SSL v] Port* |443

Enable Service Enable Health Monitoring AppFlow Logging

Monitors ' Policies ', Advanced ' SSL Seftings |

FIPS-XA. fips.ctxs

Install.. =

[ SSL Parameters. ] [ Ciphers. ] [ SSL Policies...

~Availabl ~Configured
Certificates Certificates Type Check
FIPS-XD.fips.ctxs FIPS.CTXS Root CA Certificate hd
FIPS.CTXS Root

Comments.

&) Help <8 Quick Link

(] [ome
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d. Configure the SSL Parameters to ensure the Protocol is set to TLS v1 only and Server
Authentication. For example:

i) ssL Offload
D Virtual Servers

Services
(e s Protocol [ssL | portt [s22 |
% z:x:: Enable Service Enable Health Monitoring AppFlow Logging
) AppEpert Monitors ', Policies ', Advanced ' S5L Settings |,
i) HTTP Comprassion =
(@ Integrated Caching | s5LParameters... || Cihers... || ssL Policies..
) Protection Features Avsiable o
i@ EdgeSight Monitoring
@) Load Balancing Certificates | Configure SSL Params ==
) Ana - Application Traffic EES 0N igstchoe)
{@ Content Switching EE G ol
FIPS-XA. fips.ctxs DH Param

() cache Rediraction

2 web Interface

| £ Create Service

Service Name* ‘SERV\CE_W 0.0.01

| Server* [SERVER_10.0.0.1 (10.0.0.1)

Enable Ephemeral RSA

[0 [] Enable DH Param

lﬁ Rewrite

& Refresh Count | FiePatn |
Responder

() Access Gateway Ephemeral RSA Session

Enable Session Reuse

{8 Application Firewall

Refresh Count |u ‘ Time-out |1zu |

Cipher Redirect

Comments

Redirect URL
@) Help < Quick Link

SSLv2 Redirect
SSLyz URL |
Protocol Others
TLSv1 ["] s5L Redirect ["] Hon-FIPS Ciphers.
[ sswva Client Certificate
[]ss1v2 [Server Authentication|

PUSH Encryption Trigger

@ Help

h 0K I\ Close

Note: You can perform steps a) to d) using the following NetScaler CLI commands:

add server SERVER 10.0.0.1 10.0.0.1

add service SERVICE 10.0.0.1 SERVER 10.0.0.1 SSL 443

set ssl service SERVICE 10.0.0.1 -eRSA DISABLED -ssl3 DISABLED
-serverAuth ENABLED

bind ssl service SERVICE 10.0.0.1 -certkeyName "FIPS.CTXS Root"
-CA -ocspCheck Optional

where "FIPS.CTXS Root" isthe name of the relevant root CA as configured in
NetScaler.
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3. Ensure the Access Gateway Session Profile “Web Interface Address’ is configured for ‘https’
using the relevant IP Address. For example:

s AR - ABICHIN TG
(@ content Switching o
%] Configure Access Gateway Virtual Server
@ cache Redirection & & g Lz
@ GsLB
@ Rewrite Name* | £/ Configure Access Gateway Session Profile ==
@) Responder
= {J Access Gateway ks b Mﬂme‘l | :l
Giobal Settings
% Rt ¢ Range Unchecked Override Global check box indicates that the value is inhertted from
a G‘m:’; rvers (5) Smartccess Mode () Basichogd | Globsl Access Gateway Paramsters
e :
% Users Cortfcates | Authentication | Bockr) Network Configuration ', Client Experience ', Security ' Published Applications |
= {J Policies
) pre-Authentication B Tratfic ) audiig T Er ]
Authentication ICA Proy ON A
%Aumnmzatmn Prorty | Poly ame e [ | @
e 100 FPS-XD SessionPolicy Vieh Interface Address [ttps 10,0 0 A/CitrbgFPS- XD |
[ session 0
) Trafic
() Tcp compression I |
) clientiess Access
O
) Resources
) Web Interface
@ Application Firewal
AY —
Details : FIPS-XD SessionPolicy ind
Request Profile: FIPS-XD Sessior|
Insert Policy k] Unbind Policy

Comments
@ Hep

@ Help

4. Ensure the URL for each STA is set for ‘https’ using the relevant IP Address. For example:

= g Hesponaer
B 3 Acowes Gatoway Protocor [ssL ~| porr [ |
E :::Tp‘ssewm (&) smartAccess Mode () Basic Mode [ | AppFlow Logging [ | Down state flush  [¥] Doubie Hop
0 users Cerlificates ', Authentication ', Bookmarks ', Policies ! Iniranet Applications | Intranet Ps " Published Appications | Advanced |
8 ¢ poicies Next Hop Servers.
[C) pre-Authentication
(7] Authentication Add
[0) Authorization
0 Audting Active | Name
) session
[ Traffic

[2) Tcp compression
[0 Clientiess Access
¢ Resources
‘Web Interface
@ Appication Firewal

Secure Ticket Authority-

Activate Al [ |£| Configure STA Server =

Active | URL | State

hitps: URL® | hitps:4/10.0.0.1/scripts/chsta di |EsE3408 Qup

@ Help

Comments ‘

Due (] (e

Close
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